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Interview Cheat Sheet

Scope: Wo is affected?

| npact: How severe is it?

Change: What changed recently?

Aut henti cation: How do they | ogin?

Connectivity: Can they reach the service?
Service Health: Is the service actually running?
Evi dence: Wat do | ogs show?

Fi x: 1 npl enent one change at a tine.

Verify: Confirmrestoration.

Docunent: Record root cause and resol ution

Scenario 1: User unable to log into Microsoft 365

e VWhat is the error nessage?

e | s anyone el se inpacted?

e Did you recently change your password?

e \Where are you connecting fronf?

els this the first time you have seen this error? when did it start?

e When was the last tinme you were able to successfully [ og in? Have you
returned froma break?



Microsoft Entra

Entra I D

e Cl oud based identity and access managenent service that provides
aut henti cation, policy enforcenent, and protection for users, devices, apps,
and resources

ldentity & Access Management (IAM)

e Ensures that the right people, nachines and software conmponents access the
right resouces at the right tine

Entra Domain Services

e Two Wndows Server Domain Controllers are deployed as part of a replica set

e These are fully nmanaged by M crosoft and handles availability, backups and
encyption

e A managed domain is configured to performa one-way synchronisation from
M crosoft Entra ID

e Users, groups and credentials fromEntra ID are made available in the
managed domai n so that applications, services and VMs in Azure can use
fam liar AD DS capabilities such as domain join, GPO LDAP, and
Ker ber oes/ NTLM aut henti cati on

e In hybrid environments, identity information fromon-premAD DS is
synchronised to Mcrosoft Entra ID, and then nade avail able to the nmanaged
donai n

e Donmain services works with both cloud-only Mcrosoft Entra tenants, and
tenants synchroni sed with an on-prem AD DS envi r onment



Network Devices

Cisco Devices
Mbdes:

e > User (basic access)
e # Priviledged (run show conmmands)
e (config)# (config changes)

S1> enabl e

S1# configure term nal
Si(config)# vlan 10
Sl(config-vl an)# nanme SALES
Sl(config-vlan)# exit
Sl(config)# end

Si#

S1# show vl an

R1# show run

S1# show ip interface brief

S1# show i nterfaces

e Device configuration such as hostnanme is stored in running config

e TO save,

ICMP PDU (Ping Simulation)

"copy runni ng-config startup-config"

PC (Office Admin) > SW (Office SW1) > Printer0

1. Last: (Blank), At:

e CQut bound:
o Layer 3:
o | CMP echo request

Ofice-Admin (1 CVWP)

o Source | P = unspecified, device sets to port's IP

o Destination I P in sane subnet,

I P
o Layer 2:
o Next hop = unicast,

devi ce sets next hop to destination

looks it up in ARP table

o Found in ARP, ARP process sets frane destination accordingly

o Layer 1:

o Fast Et hernet 0 sends the Frane

2. Last: Ofice-Adm n, At:
e | nbound:
o Layer 1:
o Recei ves Frame

Ofice-SW (1 CwP)



o Layer 2:
o Frane source MAC address not in MAC table, adds it

o (Unicast Frane) | ook up Destination MAC address in MAC table
e Cut bound:

o Layer 2:
oNot in table, Floods frame to all ports in VLAN except inbound
o Layer 1:

oPorts 1, 2, 3, 4, 5, 6 send Frane
3. Last: Ofice-SW, At: Ofice-RL (I CWP)

e | nbound:
o Layer 1:
o Receives Frame on G0/0/0
o Layer 2:
o Subinterface G0/ 0/0.20 accepts fromthis VLAN

o Franme destinati on MAC does not match receiving port's MAC
o Drops the Frane

4. Last: O fice-SWL, At: Printer0 (ICW)

e | nbund:

o Layer 1:
o Receives Frane on FEO

o Layer 2:
o Frame Destination MAC = receiving port's MAC
o De-capsul ate PDU fromthe Frane

o Layer 3:
o Packet Destination |IP = Device Destination IP
o De-capsul ate Packet, identifies |ICWMP, processes it

oldentifies as Echo request nessage
e Cut bound:

o Layer 3:
o | CMP process sends Echo reply

o Destination | P = sane subnet, sets next hop to Destination IP
o Layer 2:

o Next hop = unicast, looks it up in ARP table

o Found in ARP, ARP sets Frane desination MAC to the sane
o Encapsul ates PDU into Frane
o Layer 1:

o FEO sends Frane

5. Last: Printer0, At: Ofice-SW (I CwW)

e | nbound:
o Layer 1:
o GE1/0/ 17 Receives Frane
o Layer 2:
o Franme source MAC is not in MAC table, adds it

o Uni cast Frane, |ooks up destination MAC in table
e Cut bound:

o Layer 2:
o Qutgoi ng port = access port

o Switch sends the frane out of that port
o Layer 1:

o GE1/0/ 19 sends the Frane

6. Last: Ofice-SW, At: Ofice-Admn (1 CWP)

e | nbound:
o Layer 1: FEO Receives Frane
o Layer 2:
o Franme destination MAC = Receiving port MAC
o Decapsul at es Frane
o Layer 3:



O O O O

Packet destination IP = device IP
decapsul at es Packet

Identifies | CMP Packet

| CMP process received Echo reply nessage



Scenario 1: User Cannot Log
into M365

A user calls saying they cannot access outl ook, teanms or sharepoint. They receive a
login error

e WWhat is the error nessage?

e | s anyone el se inpacted?

e Did you recently change your password?

e \Where are you connecting fronf?

els this the first tinme you have seen this error? when did it start?

e \When was the last tine you were able to successfully log in? Have you
returned froma break?



Network Subnetting

Cheat Sheet

G oup 128 64 32 16 8 4
Si ze

Subnet 128 192 224 240 248 252
CIDR (40) /25 /26 /27 /128 /29 /30
3rd octet /17 /18 /19 /120 /21 /122
2nd octet /9 /10 /11 /12 /13 /14
1st octet /1 /2 /3 /4 /5 /6
1. Use CIDR/ Mask to find group size above

2. Starting fromO0, or the correspondi ng subnet val ue above,

254
/31
/23
/15

17

or one to its

| eft, increase or decrease by the group size, until you pass the

corresponding octet value in the target IP

1. Next Network I D cannot contain 256, instead increment the precedi ng

octet by 1 and reset to O

2. If this is the 1st octet, Next Network is NA and Broadcast |IP =

255. 255. 255. 255

3. Nunber before target IP = Network ID

4, First Host = Network ID + 1

5. Nunber after target IP = Next Network ID

6. Broadcast = Next Network - 1

7. Last Host = Next Network - 2

8. #I P Addresses = Group size, or 2(32-CDR for 3rd/4th octet
Network 1D

First Host IP
Last Host | P
Broadcast | P
Next Network | D
No. | P Addresses

Cl DR/ Subnet Mask

e East subnet bit doubl es the avail abl e subnets
e Each host bit doubles the avail abl e host addresses

FLSM Questions

21 2
22 4

23 8

255

/32

/24

/16

/8



24 16

25 32
26 64
27 128
28 256
29 512

Starting with /18, what size sub-network woul d you need to create 100 sub-
net wor ks? /25

eOr, 128 = 27/18 + 7 = /25

/18 /19 /120 /21 /22

/23 124 /25

Starting with /21, how many sub-networks could you create that could contain 50 IP
addresses? 32

eOr, /26 - /20 =25 = 32

GroupSize 128 | 64] 32 16 8 4 2 1
Subnet 128 (192 224 2406 248 252 254 255
CIbR /25 |/26| /27 /28 /29 /386 /31 /32

3 [24 /25 /26
%8

/21 /22 /2

How to Read a Subnetting Question

You will generally be given 2, and your job will be to solve the 3rd.

e A starting network size
e Nunber of Sub- Networks
e Size of Sun-Network

Variable Length Subnet Masks (VLSM)

htt ps: // ww. yout ube. com wat ch?v=anKyf bgcsGQ2Q
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