Powershell

Ver b- Noun Structure

Verb-N. .. Tab for intellisense

St op- Servi ce <i nput Obj ect> Paraneters are required
Exanpl e:

CGet - Eventl og -LogNane System -Newest 5 | Format-List Qut-File c:\Iog.txt

Remote Access via Powershell

wi nrm qui ckconfig brings the service on
CGet - Process - Conput er Name SVR

St op- Process

Get - Servi ce - Conput er Name SVR

I nvoke- Conmand - Conput er Nane SVR - Scri pt Bl ock
{get-eventl og -LogNane Security -Newest 5}

Ent er _PSSessi on - Conput er Nane SVR

Get - Process - ConputerName SVR, DC (runs on bot h)

CredSSP

Scenari o;

1. Logged into ServerA, renpote powershell to ServerB
2. ServerB powershell comand attenpts to access ServerC
3. Access is denied because credentials not passed from ServerB to ServerC

Credential Security Support Provider (CredSSP)



e CredSSP caches credentials on the renote server (ServerB)
e Opens up credential theft attacks if the renote server is conprom sed
e Di sabl ed by default, only enable this in trusted environnments

Integrated Scripting Environnent (I SE)

Get - Vari abl e
$Nunberl = 5
$Nunber

$Narme = "SVR'

| SE

$name = Read- Host "Which conmputer would you |ike
to connect to?"

$l og = Read- Host "Which |l og would you like to
see?"

$armount = Read- Host "How nany of the newest
entries would you like to see?"

Cet - Event | og - Conput er Name $nanme - LogName $l og -
Newest $anmount
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Stores the value in a new variabl e

out puts 5

Can now use - Conput er Nane $Nane

opens integrated scripting environnment
(click show script pane)



