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When domains are part of the same forest. They can share the
following:

*Resources

*Schema (Object templates and attributes)

scotland.uk.examlabpractice.com

Every Domain is part of a Tree, is part of a Forest (even a single donain)
Donai ns whi ch share the parent domain nanme belong to the same tree

Trust Rel ati onshi ps connect domai ns

Forest Root (Root Domain) - First domain, cannot change

o Enterprise adnmins control entire forest

o Domai n adm ns control their domain

Trees later nmerged via forest trust will share resources but not schena
A obal catalogue is replicated across the whol e forest

Trusts

e Trust Rel ationshi ps can have a
Two-way transitive trust (follows through to sub-domnai ns)

o

o One-way directional trust

o Shortcut trust (can be either of the above) (two or one way)

o Forest trust - between two forests (unlike below) (two or one way)
o Real mtrust - Unix/Linux Real m (Kerberos)

Setup via Active Directory Domains and Trusts

Configure DNS to ensure they can communi cate (conditional forwarders)
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Two way transitive trust
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One way directional trusts

Shortcut Trusts

D Realm Trust - Unix/Linux Realm (Kerberos)

KCC

e Knowl edge consi stency checker - all D.Cs have it

e Creates a circular ring of trust between D.Cs in close proximty (Iatency)
within the same site (intrasite replication)

e Updates based on D.C. Availbility, checks every 15 m nutes

Separation of sites frees up bandw dt h.

KCC Creates new rings within each site and appoints one D.C. as a Bridge Head
(every 180 minutes) (can be altered) (Inter-Site Replication)

Site Links

e Redundant site links are setup, each have a cost (default 100)

e Adj ust cost based on primary and secondary |inks

e | P Addresses are set such that devices interact with their local D C
(Subnet s)

e Site link bridging can be setup based on a hierarcy (default all on)

e May wish to disable site link bridging where a site has nultiple sub-sites

Configured and Managed via AD DS > Sites
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SITE = an object that represents a physical

Intra-Site Replication
lseographical location. Used to help control New York @

Inter-Site Replication
replication amongst your DCs -180 minutes (3 hours)

KCC

SITE LINK = Represent the connection
between your sites

Site Link Bridging

Dallas-5mb-NewYork

Cost: 25 NewYork-2mb-Birm
Cost: 100
2mbps
Dallas Smbps 192.168.1.0/24 T —_—

Birm-512k-Dallas

512kbps

Cost: 400

192.168.2.0/24 192.168.3.0/24
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