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Overview

e Entra ID (formerly Azure AD) - PAAS
e Exchange Online - PAAS (Adm n side) & SAAS (User side)
e Sharepoint Online - Paas (Adm n side) & SAAS (User side)

e Intune (MDM - Mobil e Device Managenent, Across nultiple OSs (Android,
W ndows, etc)

e SCCM (O der) - Wndows only, G oup Policy

Mai n system - Mcrosoft 365 - Sits on top of Azure

e M crosoft 365 - PAAS & SAAS
e Azure - | AAS

AD DS=Active Directory

Domain Services @
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M crosoft C oud

e Blue - Mcrosoft 365
e Red - Azure Infrastructure

e Purple - Mcrosoft 365 & Azure both share Entra ID (directory services)

Cl oud Sync -

SSO logs users in via on-premD.C, and Entra ID via cloud (syncs out
but not in)
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e Entra Connect server (formerly Azure AD Connect) - link on-premise with
cl oud services
e Entra ID Sync (light weight version)



Powershell

Ver b- Noun Structure

Ver b-N. .. Tab for intellisense

St op- Servi ce <input Obj ect> Paraneters are required
Exanpl e:

Get - Eventl og -LogNane System -Newest 5 | Format-List Qut-File c:\Ilog.txt

Remote Access via Powershell

wi nrm qui ckconfig brings the service on
Get - Process - Conput er Name SVR

St op- Process

Get - Servi ce - Conput er Name SVR

I nvoke- Conmand - Conput er Nane SVR - Scri pt Bl ock
{get-eventl og -LogNane Security -Newest 5}

Ent er _PSSessi on - Conput er Nane SVR

Get - Process - ConputerName SVR, DC (runs on bot h)

CredSSP

Scenari o:

1. Logged into ServerA, renote powershell to ServerB
2. ServerB powershell command attenpts to access ServerC
3. Access is denied because credentials not passed from ServerB to ServerC

Credential Security Support Provider (CredSSP)



e CredSSP caches credentials on the renote server (ServerB)
e Opens up credential theft attacks if the renote server is conprom sed
e Di sabl ed by default, only enable this in trusted environnments

Integrated Scripting Environnent (I SE)

Get-Variabl e

$Nunmber1 = 5

$Nunber

$Narme = " SVR'

| SE

$name = Read- Host "Which conmputer would you |ike
to connect to?"

$l og = Read- Host "Which |l og would you like to
see?"

$armount = Read- Host "How nany of the newest
entries would you like to see?"

Cet - Event | og - Conput er Name $nanme - LogName $l og -
Newest $anmount

Stores the value in a new variabl e

out puts 5

Can now use - Conput er Nane $Nane

opens integrated scripting environnment
(click show script pane)



Domains, Trees, Forests

Domains, Trees & Forests
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When domains are part of the same forest. They can share the
following:

*Resources

*Schema (Object templates and attributes)

scotland.uk.examlabpractice.com

Every Domain is part of a Tree, is part of a Forest (even a single domain)
Donmai ns whi ch share the parent domain nanme belong to the same tree

Trust Rel ati onshi ps connect donai ns

Forest Root (Root Domain) - First domain, cannot change

o Enterprise adnmins control entire forest

o Domai n adm ns control their domain

Trees later nerged via forest trust will share resources but not schema

d obal catalogue is replicated across the whole forest

Trusts

e Trust Rel ationshi ps can have a

Two-way transitive trust (follows through to sub-domains)

One-way directional trust

Shortcut trust (can be either of the above) (two or one way)
Forest trust - between two forests (unlike below (two or one way)
Real m trust - Unix/Linux Real m (Kerberos)

o

O O O O

Setup via Active Directory Domai ns and Trusts

Configure DNS to ensure they can communi cate (conditional forwarders)
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Unix/Linux
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D Realm Trust - Unix/Linux Realm (Kerberos)

KCC

e Knowl edge consi stency checker - all D.Cs have it

e Creates a circular ring of trust between D.Cs in close proximty (Iatency)
within the same site (intrasite replication)

e Updates based on D.C. Availbility, checks every 15 m nutes

Separation of sites frees up bandw dt h.

KCC Creates new rings within each site and appoints one D.C. as a Bridge Head
(every 180 minutes) (can be altered) (Inter-Site Replication)

Site Links

e Redundant site links are setup, each have a cost (default 100)

e Adj ust cost based on primary and secondary |inks

e | P Addresses are set such that devices interact with their local D C
(Subnet s)

e Site link bridging can be setup based on a hierarcy (default all on)

e May wish to disable site link bridging where a site has nultiple sub-sites

Configured and Managed via AD DS > Sites
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SITE = an object that represents a physical

Intra-Site Replication
lseographical location. Used to help control New York @

Inter-Site Replication
replication amongst your DCs -180 minutes (3 hours)

KCC

SITE LINK = Represent the connection
between your sites

Site Link Bridging

Dallas-5mb-NewYork

Cost: 25 NewYork-2mb-Birm
Cost: 100
2mbps
Dallas Smbps 192.168.1.0/24 T —_—

Birm-512k-Dallas

512kbps

Cost: 400

192.168.2.0/24 192.168.3.0/24
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Domain Controller AD
Partitions

Active Directory Partitions

DOMAIN CONTROLLER

Active Directory DB

CNTDS.dit >

Contains info about how the forest is

Configuration configured. Replicates forest wide

Contains all object templates and
attributes for building object.
Replicate forest wide

Global Catalog
Schema
-Replicates a subset

of all the objects in

every domains "Domain"

Contains all domain related object
information for just this domain.
Replicates only to DCs in this domain

—

Partition ~—  Domain

ForestDNSZone
This is a custom partition that you

create and choose which DCs get a
copy of the infomation

Application

DomainDNSZone (Custom)

Global Catalog Server

e Not all Donain Controllers nust be G obal Catal og Servers
e All d obal Catal ogue Servers nmust be Donain Controllers
e ldeally have a GCS in every site D.C but adds replication | oad

Configured in Active Directory Sites and Services > Services > DC > NIDS Settings >
Properties > Tick "d obal Catal og”
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Read-Only Domain
Controller (RODC)

Read Only Domain Controller (RODC)

e Receives replication (one way), does not store |login information,
aut henticates via the main D.C.

May only carry local credentials for imediate staff, no adm ns
Used under specific circunstances

Can al so perform DNS

Scenari o

e Asnmaller office with |l ess enployees nay find it is slowto log in due to
having to authenticate with the D.C from another site

New York

500
employees

(Sales Office)

Dallas Birm

300 employees

10 employees

How to setup: (would normally be done via RDP or install locally and ship it to the
| ocati on)

On a Domain Controller
Active Directory Users and Conputers
Ri ght click Domain Controllers > Pre-create a read-only Domain Controller

account
e Specify User/Goup to be able to log in
e Fini sh
e Right click > Properties > Password replication policy
e Al l owed RODC Password Replication G oup
e Add | ocal users' credentials to this group (non adm ns)
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e Log into the other server
e After installing ADDS, when pronoting the server to a D.C., Tick "RODC
e Conpl ete Setup



Flexible Single Master
Operations (FSMO)

Flexible Single Master Operations (FSMO)

e Certain roles / jobs that can't have multiple witeable copies (conflicts)
e Every D.C has a read only copy of all roles, for recovery
e Seizing converts a read only copy of one of the above roles to a witeable
copy
e 5 FSM>s
o Forest level (these will generally live in the root)
o Domai n Nam ng Master - Config. Partition of AD - Trust
Rel ati onshi ps, Uni que Donai n Nanes
o Schema Master - Master copy of schema dat abase (nust be
regi st ered)
o Domai n Level (read only copy lives on every D.C.) - can be recovered
via transfer and sei zing
o RID Master - Ensures unique identifiers for every object in domain
olnfrastructure master - allocates groups/resources across
di fferent domains
o PDC Enul ator Master - Passwords, tinme, GPO replication across
donmai ns

repareforexamsnow.com
» ’\xamlabpractlce .com /\ S
[l |:D

uk.examlabpractice.com jp.examlabpractice.com

au. prepa reforexamsnow.com

EDC
EDC
D DC
Domain ﬂ

Forest Level:

scotland.uk.examlabpractice.com *
P *Domain Naming Master RID Wlaster

DC *
|; *Schema Master Infrastructure Master

*PDC Emulator Master
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AD DS Users, OUs, & Groups

Users and OUs

Organi sational Units - a nmeans of separating users and devi ces/ objects based on
| ocation, site, role, job, department

e A user account can only be a part of one QU (unlike groups)

e QUs can be used to handle G oup Policy objects - will filter down to OUs
bel ow t he specified QU

e Hel ps to visually separate objects

Exampl e 1

e Sydney QU
o Users
o Conmputers
e Bri sbane QU
o Users
o Conputers

Exanmpl e 2

e Sales QU
o Users
o Conputers
e Fi nance QU
o Users
o Conmputers

Groups

e Dsitribution Goups (DLs) for Email
e Security Groups (Perm ssions) and Enail

G oup Scopes

e d obal
e Domai n Local
e Uni ver sal

M crosoft Strategy

e Accounts
o d obal
o Donmi n Local
o Per m ssi ons



/Read & Execute

ACL

Universal Groups

*For |arger organisations nmultiple globval groups can be linked to a single
uni versal group, which is replicated across all domai ns
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Universal Group Membership Caching Feature

e J obal Catal og Servers contain a Universal Goup List

e User Authentication occurs on D.C. s via Kerberos

e Kerberos needs to validate with the GCS to identify which groups this user
is a menber of (via the universal group |ist)

Global Catalog

DC DC

skt |
<:

Scenario: users are finding it take a long time to log in - the gl obal catal og
server mght be located in a different site to where the user and the domain
controller are | ocated

Sol uti ons

e Make the D.C. a d obal Catal og server (adds processing overhead)
e Uni versal Group Menbership Caching
o Every 8 hours (default) domain controller will cache the Universa
Group List locally
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Hybrid Identity
Authentication & Entra
Connect

Hybrid identity nodel & directory synchronisation is the nost common for enterprise
users

e Directory synchronisation allow updates to AD DS to synchronise with the

Entra ID
e AD DS identities are synchronised with Mcrosoft 365 and users are nanaged
on- prem

Managed Authentication

Password Hash Synchronisation (PHS) (Recommended)

Entra I D handl es aut hentication using a |ocally hashed password

e Password hashes are synchronised out fromAD DS to Entra I D so that users
have the sane password

Your organization

Microsoft 365

Copy of
accounts
2]
Bl
Hashed
Activie Directory passwords
Domain Services Azura AD

{AD DS) ——

]

Slgin in
il

SErver running

Azure AD Connect “

b
) P4 "

On-premises users Remaote users
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Pass-Through Authentication (PTA)

Entra I D sends the credentials to an on-prem software agent to be authenticated by

AD DS
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Active Directory
Domain Services
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Agent v
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Fo Agent

€, Pass-through authentication % Authentication
—

Cloud On-premises

Federated Authentication

Federated Authentication - Entra ID redirects the client's authentication request
to another identity provider

e Primarily for large enterprises with nore conplex requirenents

e Users have the sane password on-premand in the cloud and do not have to
sign in again to use 365

e Supports additional requirenents such as smartcards or third party MA
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Group Policy

Group Policy

Policies are filtered down:

Which Policies will apply?
*Logon Banner
*Wallpaper: Desert.jpg
*WSUS Policy

*Audit Policy

*Password Policy
DOMAIN = WSUS Policy, Audit Policy, Password Policy , Wallpaper: mountain.jpg *Disable Run

SITE =Logon Banner, Wallpaper: ocean.jpg

} OU = Disable Run, Wallpaper: Desert.jpg

e Block inheritance - applied at a level to block all policies (except
password policies) from above

e Enforced - applied at a level to overwite bel ow policies (ignores block
i nheritance)
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Hyper-V

Nested Virtualisation - Allows enabling of Hyper-V inside a virtual server
to create nested virtual servers

Enhanced session node - Allows utilisation of |ocal resources from host
machi ne i nside virtual nachines

I ntegration services

Operating system shut down

Ti me synchroni sation

Dat a exchange

Hear t beat

Backup

CGuest Services

Di screte Device Assignment - pass PCle devices into a VM

Resource Groups - Allow managenent of nmultiple VMs (simlar to Azure RGs)
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